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Abstract. We consider a new class of square Fibonacci (¢+ 1) x (¢ + 1)-matrices in public key cryp-
tography. This extends previous cryptography using generalized Fibonacci matrices. For a given integer
g.a (g+1) x (¢g+ 1) binary matrix M, is a matrix which nonzero entries are located either on the super
diagonal or on the last row of the matrix. In this article, we have proposed a modified public key cryptog-
raphy using such matrices as key in Hill cipher and key agreement for encryption-decryption of terms of
M, -matrix. In this scheme, instead of exchanging the whole key matrix, only a pair of numbers needed
to be exchanged, which reduces the time complexity as well as the space complexity of the transmission
and has a large key space.
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1 Introduction

Information is one of the most valuable asset in the present-day world. The secured transmission of
information is of prime importance. Cryptography is one of the methods to ensure confidentiality and
integrity of the information. The Hill cipher was invented by Hill [4]. In classical cryptography, the Hill
cipher is a poly-graphic substitution cipher, in which more than one letter can be encrypted at a time,
based on linear algebra [8]. In the original Hill cipher, the massage sender encrypts C = KP, where C is
a ciphertext matrix, P is any plaintext matrix and K is an invertible matrix (private key). Many researcher
and papers tried to use Hill cipher algorithm to build a comprehensive cryptosystem, since Hill cipher
has several advantages such as disguising letter frequencies of the plaintext, and its simplicity because of
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using multiplication of matrices and inversion for encryption and decryption and its high speed and high
throughput [6]. Despite of speed the Hill cipher is no longer used due to the vulnerable against known
plaintext attack because of its linearity [1 1]. For more terminology one can see [1,5, 14].

In Recent research and development efforts, there are some studies on the security of Hill Cipher.
Viswanath and Kumar [15] proposed a public key cryptosystem using Hill’s cipher, in which the security
of the system depends on the involvement of two digital signatures. Hasoun et al. [3] proposed a new
approach of classical Hill cipher in public key cryptography, where method relies on the security of the
RSA and involuntary key matrix. Hill cipher is vulnerable to a brute force attack because the Hill cipher
key space is small [9] (The key space is the set of all possible keys, and its size is the number of possible
keys). In this study, a novel technique of Hill cipher is proposed which is applied to the key matrix. So
that instead of exchanging the whole key matrix, only a pair of numbers needed to be exchanged which
reduces the time complexity as well as space complexity of the key transmission and has a large key
space. Prasad and Mahato [10] have proposed a public key cryptosystem using generalized Fibonacci
matrices. Zeriouh et al. [16], proposed the concept of key exchange between Alice and Bob using
specially designed matrices. In this paper, we develop a public key cryptosystem using Hill cipher with
M,-matrices as a large keyspace for our proposed scheme that increases its efficiency. This method is
quite robust and can be implemented.

This paper is organized as follows. In Section 2, we briefly introduce the Hill cipher. In Section 3
we give the matrix M, by a new class of the Fibonacci sequence. Our proposed scheme is introduced in
Section 4. In Section 5 we analyze the key space and we render the conclusion of the paper in Section 6 .

2 Hill cipher

One of the famous algorithms in cryptography based on the linear algebra is the Hill cipher algorithm.
Hill cipher is the first polygraphic cipher. A polygraphic cipher is a cipher where the plaintext is divided
into parts of adjacent letters of the same fixed length n, and then each such part is transformed into a
different part of n letters. This polygraphic feature increased the speed and computations of the Hill
cipher. Besides, it has some other advantages in data encryption, such as it resists the frequency of
analysis attacks. The core of the Hill cipher is matrix multiplication [6]. Hill’s encryption scheme
takes n successive plaintext letters and substitutes them for n ciphertext letters. Here, we use matrix
representation P for plaintext, K for the key matrix, and C for the ciphertext [11] as

K1 Kip -+ Ky
, Ky Ky - Ky ,
P:[Pl,Pz,...,Pm}, K= . . X . s and CZ[C],CQ,...,Cm],
Knl KnZ Knn

where P:s and C;s are block matrices of size 1 x n. Thus, Hill Cipher scheme is described as following.
For encryption, we set
Ci = })IK(mOd p)?

and for decryption, we consider
P, =CiK~" (mod p),

where p is a prime number and gcd(det(K),p) = 1.
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3 The matrix M,
The Fibonacci sequence is the sequence of integers F;, defined by
Fn+2:Fn+l+Fn ) nZO, (1)

with the initial terms Fy = 0, F{ = 1 ( see [7] for more details). The Fibonacci Q-matrix is defined as

follows [2]
0 1
o= (1 1)

From [12, 13], we know that the nth power of the Fibonacci Q-matrix is of the form

F,, F
no_ n n
¢ ( F Fn+1> |
The determinant of the Fibonacci Q-matrix is given by det(Q") = F,,_{F,11 — F2 = (—1)".

Stakhov [12] introduced a new class of square matrices Q,, of the order p+ 1, where p=0,1,2,3,...,
which is a generalization of the Fibonacci Q-matrix

11 0 ... 00
00 1 0 0
0, = : :
1o 0o o 1 0
00 0 0 1
10 0 0

(p+1)x(p+1)

He defined the Fibonacci p-numbers for p =0,1,2,3,..., by the following way

Fy(n—1)+F,(n—p—1), n>p+1,
F,(n)=< Fy(n+p+1)—F,(n+p), n<0,
1, 1<n<p+l.

He showed that the entries of Q,-matrices may be obtained from the Fibonacci p-numbers by the fol-
lowing way,

Fp(z) Fp(l) Fp(3_P) Fp(Z—P)
FP(Z_P) Fp(l_p) Fp(3_2p) Fp<2_217)

0, — Fp(3—=p) Fp(2—p) ... Fp(4—2p) F,(3-2p)
Fo0)  Fp(=1) . Fp(l=p)  Fp(-p)

Fp(1) Fp(o) o Fp(2—-p) Fy,(1-p)
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Stakhov [13] proved that for any p =0,1,2,3,... and n > 0 one has

Fy(n+1) Fy(n) .. Fpy(n+2-p) Fy(n+1-p)
F,(n+1—p) Fy(n—p) ... Fy(n+2-2p) Fy(n+1-2p)
F,(n+2—p) Fy(n+1—p) ... Fy(n+3-2p) Fy(n+2-2p)

QZ: : : : :

Fp(n—2) Fp(n—3) Fy(n—1-p) Fy(n—2-p)

F,(n—1) F,(n—=2) ... Fy(n—p) F,(n—1—p)
Fp(”) Fp(”_l) Fp(”+1_P) Fp(”_P)

Therefore, Q) satisfies the following properties [12]
W GOy =g
2 0,=0, +0p ",
(3) det @, = (—=1)"" = (detQ,)",

where p=0,1,2,3,... and n € Z. Moreover, for the inverse of 0%, one may consider the following matrix

Fy(—n+1) F,(—n) .. Fy(—n+1-p)
F,(—n+1—-p) Fy(—n—p) ... Fy(—n+1-2p)
Fy(—n+2—p) Fp(—n+1-p) ... F,(—n+2-2p)
Q," = : : f :
F,(—n—2) Fy(—n—=3) ... F,(—n—2-—p)
Fp(—n—1) Fy(—n—=2) ... Fy(—n—1-p)
Fy(—n) Fy(—n—1) ... F,(—n—p)
Now, we define a new class of (g+ 1) x (¢ + 1)-matrices called M,, as
o 1 0 ... ... 0
0 0 1 :
Mq: . ‘. c. oo ) (2)
R (A |
11 ... .0 .1 (g+ 1) (g+1)
Forq=1,...,4, Ms have, respectively, the following form
01000
0 1 010 8 (1) (1) 8 00100
M1:<1 1>,M2: 00 1|, M=o oo | M=]00010
1 11 1111 0 00 01
I 1111

Lemma 1. Determinant of M, is given by

det(M,) = (—1)%. (3)
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Proof. Clearly, one can see by induction on ¢ that det(M,) = —det(M,). So, the result comes from
det(M;) = —1. O

Let us consider a representation for M, as a generalization of (2), given by

ap aj cee e ag—1 g
aq aq+1 N azq,1 azq
Clqz_q aqz_q_H aqz_l Clqz
aqz aqz+1 aqz+q71 aqz+q ((1+1)><((1+1)

with agg i1 = 1for0<k<g-—1, apx = 1 for 0 <k < g and a; = 0, otherwise.
Now, we introduce a new sequence {a, } which generates (4).

Definition 1. For all integers n > ¢> + ¢, we introduce
an = Au—(g+1)q + -+ an-3¢g+ an—24+ an—q, (5)
where agg k41 =1for0 <k <g—1,ap =1for0 <k <ganda; =0, otherwise.

We consider the nth power of the My, M where its entries constructed by the sequence a,, defined by

(5).

Example 1. Let us consider g = 3. By (1), the sequence a,, for n > 12, has the following form

ay =auy—12 +ap—9+ay_¢+ a3,

where ag,ay,...,aj; define matrix M3 as the following form
a ar ay az 01 00
Moo |9 s a5 ds | _ 0010
3 ae aj asg dg o 0 0 0 1
ag ayj ap ap 1 111
Theorem 1. For all integers g =0,1,2,..., n € Z, we have
aq(n_l) aq(n_1)+1 cee e aqn,1 aqn
Agn Agn+1 cee e Qg(ng1)—1 Ag(n+1)
L : AP :
m=| | | , (©)
Aq(ntq-2) Gq(ntq=-2)+1 == - Agnip-1)-1 Gg(n+q-1)
Aq(nt+q-1) Gq(ntq-1)+1 -+ -+ Gentq)~1  Y4(ntq) / (g41)x(g+1)

where as are the elements of the sequence a, given in (5).
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Proof. We prove the statement by induction on n. According to (4), it is obvious that the statement
holds for n = 1. Now, assuming the claim is true for n — 1. We show that it is true for n. Considering
My = Mth’;*l, we show that M X; =Y}, where X;,Y; are the jth columns of M(’;*l and My, respectively.
We have

01 0 0
) ) . Ag(n—2)+j—1 Ag(n—1)+j—1
A [ e Agn+j-1
.o .0 1 Ag(n+q-3)+j—1 Ag(n+q—2)+j-1
11 1) g2+ Ag(n-2)+j-1 Tt ag(niq-2)+j-1

In the light of Definition 1, the last row of the column matrix M,X; equals to ag(,44—1)4j—1- SO, MyX; =
Y; and we are done. Ul

In this scheme, we need M, to be invertible. Thus, we consider the matrix MZI‘ given with (6).
Evidently, det(My) = (det(M,))". Using (3), it is easy to prove the following proposition.

Proposition 1. For given integers q = 1,2,..., we have det(My) = (—1)7" where n € Z™.

For computing the inverse of M, we need to define a matrix M_, and a sequence b,,. So, we define

B T
10
0 1 . e e

M=, . )
: 10 0
0 L0/ (genyxigrn)

We consider the another representation of M_, as following

bq2+q bq2+q71 e PN bq2+l qu

qu bq271 bq27q+l bq27q

by by oo .. by by

by byt . ... b b0 ) (etyeiasn)

where qu_kq_k =1for0<k<g—1, qu+k = —1forl1 <k <gqandb; =0, otherwise.
Definition 2. For all integers n > (q*> + q) we define
b, = bnf(q+l)q - bn—3q —Qn-2q — bn—qa )

where qu—kq—k =1for0<k<qg-—1, qu+k =—1for1 <k<gqandb;=0, otherwise.
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Note that the terms of sequence b, for n = ¢>+¢,4°,q*> —q, . . ., q are the elements of the last column
of the M_,. From (2) and (7) one has
MM_y =141 (10)

So, the matrix M_ is the inverse of M.
Corollary 1. The inverse of My is nth power of M_,.

Proof. We have from equation (10) that M,M_, = I, . Hence, (M;M_,)" = 1,1, and so, (M,)"(M_,)" =
Igt1. O

Theorem 2. Let g € 7. Then for every integer n € 7", the inverse of My as M" , which is given by

bg(n+q) byinigy-1 -+ - Dytnirg-1)r1 Pginig-1)
bginig-1) Paing-1)—1 -+ o bginrg-2)+1 Dyniq-2)
qu: ) 7 (1)
bl](l’l"{‘l) bq(n_;’_l)_l cen e bqn+1 bqn
bqn bqn—l bq(n71)+1 bq(nfl) (g+1)x(g+1)

where bs are elements of the sequence b, in (9) and (8).

Proof. The proof clearly proceed by induction on n, similar the proof of Theorem 1. O

4 Proposed encryption scheme

In this section, we give a key exchange protocol ( EIGamal Technique ) and public key encryption scheme
similar to Hill Cipher encryption scheme.

4.1 Key exchange protocol using Signature scheme

Elgamal announced a public-key scheme with digital signature based on discrete logarithm problem,
closely related to the Diffie-Hellman technique [11]. The design of the Elgamal technique encryption
is done by user’s public key while decryption using user’s private key. The key exchange protocol is
defined as follows.

(i) Domain parameters: Let p be a prime number and & be a primitive root of p. Now choose a random
integer X, such that 1 < X < p — 1, further compute 8 = o (mod p). Then make (p,a, B) as the public
key and keep d as a secret key.

(i) Key exchange algorithm: Alice first selects a random integer e such that 1 < e < p — 1 with
ged(e,p—1) = 1 and then computes the signature s = a(mod p). (Note that this is the same as the
computation of C for Elgamal encryption.) Also, Alice computes the secret key A = ¢(mod p). Thus

Primitive root: The exponent of & modulo p is the least positive integer k such that o = 1(mod p). If the exponent of o
modulo p is ¢(p) then is said to be a primitive root of p.
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Alice generates the parameters (A,s) as an encryption key using Bob’s public key (p, @, ), then en-
crypts the plaintext with the encryption key and sends (s, C) to Bob, where C is the corresponding cipher
text.

(iii) Key recover by Bob: Now, Bob after receiving (s,C) from Alice, recovers secret key A using their
secret key X as,

¥ (mod p) = () (mod p) = (&¥)*(mod p) = (B)*(mod p) = 4. (12)

Thus, Bob and Alice agree on the same parameters (A, s) as the encryption key, i.e., the parameters (1, s)
as encryption key exchanged security and using these parameters, Bob can decrypts the C, and recovers
the original plaintext P.

However, the consistency of the algorithms for encryption and decryption requires the next lemma.
Using the fieldness of F), one can easily state the following lemma.

Lemma 2. Let p be a prime number. Then det(M})(mod p) = det(M (mod p)).

4.2 Encryption algorithm

Now, to send message P to Bob, Alice first computes encryption key using Bob’s public key (p, a, )
and encrypts his massage P as follows

1. Choosing a secret number e, such that 1 <e < p—1,

2. Computing Signature s = a°(mod p) and secret key A = 3¢(mod p),

3. Computing Key matrix as K = M4 (mod p),

4. Encryption of plain text and taking place as C = Enc(P) : C; = P,K(mod p),
5. Sending (s,C) to Bob.

4.3 Decryption algorithm

After receiving (s,C) from Alice, Bob performs following operations to recover plaintext
1. Bob with his secret key X, calculates A = s¥ (mod p),
2. computes key matrix K = M3,
3. decrypts the ciphertext as, P = Dec(C) : P, = C;K~!(mod p).

4.4 Numerical example

Considering p = 47, we encrypt the plaintext “HELLO WORLD 2023” with key matrix K using the
proposed method. Assume, Alice wish to send a plaintext “HELLO WORLD 2023” to Bob. So for
encryption, Alice needs the public key of Bob.

(Construction of Bob’s Public key ) Assume that p =47 and Bob’s private key is X = 11. Further, Bob
chooses primitive root of p, say o = 19.

Bob assigns o = 19 and computes f = oX (mod p) = 19'!(mod 47) = 29. Thus, Bob’s public key
pk(p, o, B) is pk(47,19,29) and secret key is X = 11. For encryption, Alice performs three steps.

Choosing e such that 1 < e < p—1, and let e = 30.
Calculating singnature, s = ¢ = 19°°(mod 47) = 17.
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Calculating secret key A = B¢ = 29°°(mod 47) = 6.

Now, she constructs the key matrix K = M5 = M617:

age  ag7
ajn a0
aios  a109
K=M'=|ans ans
apo a1
ape a7
apz2  ais3

504 757

1004 1508
2000 3004
=1 3984 5984
7936 11920

asg
aio4
airio

ar

6

an
ang
aiz4

884
1761
3508
6988

13920

15808 23744 27728

31489 47297 55233

and

K(mod 47) =

34
17
26
36
40
16
46

5
4
43
15
29
9
15

agg

aios
ain
ai
ains
aing
aiss

948
1888
3761
7492
14924
29728
59217

38
22
30
32
8
45
8

ai00
aioe

ail

aig
aizo
aize

aiol
aig7

2 4dns
alg  aimg

980

1952
3888
7745

1

30732
61217

19
25
24
44

5428

40
25
34
37
12
41
23

as
aisi
a7

9

ain
aog
a4
ano
ane
a2
asg

96

1984
3952
7872

15
31

681
236

62221

17
26
36
40
16
46
27

1004
2000
3984
7936

15808
31489

62725

689

Now, consider the plaintext P=EHELLO WORLD 2023. The plaintext is divided into blocks as follows:
PP=HELLOWO]=[741111142214],and P, =[RLD2023]=[1711328262829].

Encryption: C; + P,K(mod p).

C, =P K(mod47) =[74 11 11 1422 14]

34
17
26
36
40
16
46

5
4
43
15
29
9
15

—[6464116152241]~[G2015Q P W 15],

38
22
30
32

45

19
25
24
44

40
25
34
37
12
41
23

17
26
36
40
16
46
27

(mod 47)
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C =P K(mod47) =[74 11 11 1422 14]

34
17
26
36
40
16
46

5
4
43
15
29
9
15

=[6464116152241]~[G2015Q P W 15),

C, = P,K(mod 47) = [17 11 3 28 26 28 29]

34
17
26
36
40
16

46

=[204220372413]~[UECU 11Y NJ.

5
4
43
15
29
9
15

W N W
S D 0

38
22
30
32

45
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oo o0

[um—y
\o)—

1
19
25
24
44

40
25
34
37
12
41
23

40
25

37
12
41
23

17
26
36
40
16
46

27

17
26
36
40
16
46
27

(mod 47)

(mod 47)

Thus, Alice encrypts the plaintext “HELLO WORLD 2023” to “G2015QPW1SUECU11YN” and she
sends the ciphertext C to Bob along with her signature, i.e., Alice sends s = 17,C = (C},C;) to Bob.

Decryption: On the other side Bob receives (s,C) from Aice. To construct the decryption key matrix

K*, Bob first recovers A,

A = s%(mod 47) = 17" (mod 47).

Thus, K* = Ml76. Therefore,

and

D138
b132
b126
b120
D114
biog
b1

K*(mod47)=| 4

b137
b131
b12s
b119
b113
b1o7
bio1

D136
b13o
b124
b11s
bi12
D106
b1oo

aiss
arng
ai23
ar
ain
aios
arg9

bi34
b12g
b1
b116
bi1o
b1o4
bi9g

7
4

b33
b127
b2
bi1s
b1oo
b1o3
b197

—13

12 -8

b132
b126
b120
b114
b1og
b102
b196

5

(e R R R
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Clearly, K.K* = 1(mod 47) (see Theorem 2). Thus the plaintext may be obtained by P, +— C;K*(mod p):

1 -1 -1 -1 7 —-13 5
5 4 4 4 4 12 -8

8 -3 -4 -4 -4 -4 4
P =CK*(mod47)=1[6464116152241]| 4 -4 1 0 0 0 0 |(mod47)
0 4 -4 1 0 0 0
0 0 4 -4 1 0 0
0 0 0 4 —4 1 0
=[741111142214]~[HELLOW 0],
-1 -1 -1 -1 7 -13 5
5 4 4 4 4 12 -8
8 -3 —4 -4 -4 -4 4
P, =CK*(mod47)=[204220372413]| 4 -4 1 0 0 0 0 |(mod47)
0 4 -4 1 0 0 0
0 0 4 -4 1 0 0
0 0 0 4 —4 1 0

=[1711328262829] ~[RLD2023].

Thus, the plaintext “HELLO WORLD 2023” successfully received by Bob.

5 Security analysis

5.1 Brute force attack

In cryptography a brute force attack is a method of defeating a cryptographic scheme by trying a large
number of passwords. In most of cases, a brute force attack typically means, testing all possible keys in
order to recover the information used to produce a particular ciphertext.

In our proposed scheme, a new class of Fibonacci matrix and Elgamal technique have been con-
sidered as a key element of the system. One way for an adversary to break this scheme using brute
force attack, is to consider all possible matrices. In the case of brute force attack, the adversary needs
to calculate A which is almost impossible (discrete logarithm problem), and the next challenge for the
adversary is to identify the correct key matrix out of |GL(A )| matrices, where GL(A ) represents general
linear group [ 1], which consists of all invertible matrices of order (A +1) x (1 4 1) over F,, (p > 26 be
a prime) and its order is given by

(GLy 1 ()l = (P = M) (p* ! = p 1) (P = p) (P - 1),

To examine strength of our system with the proposed key matrix M; over F,, we are presenting a
table of possible key over Fy47 based on general linear group.
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Table 1: Some key matrix size over Fy;

A s Possible key spaces on GL, | {(Fy7)
1 1,2,---,s |GLy(Fa7)| = 4.667805 x 10°

2 1,2,---,5 |GL3(Fy7)| =1.11828 x 10"

3 1,2,--+,5 |GL4(Fy7)| =9.6386152 x 10%¢

4 S (Fa7)

1,2, |GLs(Fy7)| = 6.20734 x 104!

6 Conclusion

In this paper, we have worked on a new class of square Fibonacci (¢ + 1) x (¢ + 1) matrices and their
inverses. Also we have developed a public key cryptography using Hill cipher with Mj under prime
modulo, where M; is matrix of order A x A.

Our proposed method enhances the security of the system, because it involves two digital signatures
A,s. As A and s known only to Bob and Alice, it is not possible for any intruder to break this system.
Our proposed method have advantages of large key space and computationally simple unlike the existing
public key cryptosystem. The proposed system takes care of data integrity and authentications s and A
which is known only to Alice and Bob.
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